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Abstract: The differential analysis of block ciphers based on deep learning has become a hot research topic in the field
of cryptography. To investigate the impact of different data formats on the performance of neural network differential
distinguisher, by combining the characteristics of single-differential and multi-differential distinguisher data formats,
and taking advantage of the differential propagation uncertainty of the S-box component in the CRAFT, a “single-
differential + S-box intermediate state” distinguisher data format was designed and proposed. Through residual neural
network (ResNet) models, three types of data formats corresponding to the 5-7 rounds of neural network differential
distinguisher of the CRAFT were obtained. For the 5-round neural network differential distinguisher, the accuracy of
all three discriminators was above 97%. For the 6-round neural network differential distinguisher, the accuracy of the
“single-differential + S-box intermediate state” distinguisher was 96.14%, significantly better than the 61.39% of the

single-differential distinguisher and the 72.78% of the multi-differential distinguisher. For the 7-round neural network

WimBHA: 2025-12-07; f&EIBHA: 2026-05-18

BIEESE: LER, sxmc042012@163.com

EEWE: EXARRAREEEUBH (No.62272470)

Foundation Item: The National Natural Science Foundation of China (N0.62272470)



53

TLHESE: 2T ST CRAFT L2500 i <123~

differential distinguisher, the accuracy of the three distinguishers was slightly above 50%. Among them, the training

data complexity of the model corresponding to the single-differential distinguisher was 22”7, while the training data

complexity of the multi-differential and “single-differential + S-box intermediate state” distinguisher was 2%, Fur-

ther, by using a 6-round “single difference + S-box intermediate state” distinguisher to conduct partial key recovery at-

tacks on the 7-round CRAFT, when the number of plaintext-ciphertext pairs selected was 10 000, the success rate can

reach 93% in 100 attack experiments, the time complexity of a complete cryptanalysis attack was 22",

Key words: deep learning, residual neural network, lightweight block cipher, CRAFT, neural network differential

distinguisher, key recovery attack
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